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1/ 



oT> m^t^m-f^ TEK (traffic encryption key) MMmr- ? t 

mmmmyv y ? \zn vxmzm^t/m.^im m^m^z^ 

A^^d^T*-* £ffiv>fcECB (electronic code book) ^S&^T? ^ £ 
i:iot, CBC (cipher block chaining) ^e- WCFB (cipher feedba 

ck) F?>v*-f tiK&^x ^^kRVm^tZfto ZttfXZZ X 7 izwfc 
£ fixio *) > HUffi^e- YWlfim^ZTFZtitz*:- Yxm^rit^r^rit^^) <i> 

im^tm 2 ] at i \,zmmv>m-wim^mmizi$^x, 

luffi^^ >Xh y — At*— ^ Hi3tt-5>MP E G (moving picture experts gro 
up) #3fi*<a^y ^oflW&fr^\ TWHB^y^oflMRlcafecfv»TtnflBMPEGflt 
itrt^MAC (media access control) *ii*lfe§ffiU tuffiMA C#igtp«£ 
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^ #fig 2002-231284 ^ ^- v : 2/ 

miBE c B&sfcfi^ nh titzm^zm^ymr- ? t Lxmu-th ecb 
? xt) r- ? \ Rtm t fei© -^-^a-r - 9<o^% v ^-f m> & mm l t m 
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^ S&B, 2002-231284 ^ ^- v I 3/ 

^1-^>^3<7)-lrV^^ 
Huffily*-? Btrlfi^- KaMRflr-f-^lfioT&RHlSCT^O-aS*^^^ 

[If ^ 7 ] »^ 4 fcfBfcOB^fb&^t^Sfcfc v^T, 
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^-v: 4/ 



Bul2Ht^b/^^ *) mz-m^tfm^ik*-?^^ xz>z> z t z^-t^x*) 

z t zmmtir zm^m^kmwo 

m^m 8 ] m&m 4 ^m^m^km.^mwK&^x^ 
mum 3 (7)^ 

mmm^ik/m^k® *) wz-m^m^iktt-t^ ^-tm^-x^ 

oT, ^o, fulfil- KMif^CFB^e- KT&£-1 fc£^"Mfr&£i± % #i 

spsm^tfriB^Ls^n txtir-**^ ^(Dimmzmm Ltim-^ymr- 
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^-v: 5/ 



A3)-r-*zm$iLxmjj1r2>i><DX$>%> 

umm i o ] m?m 4 Ktm<om ^m^tmw^&^x^ 
flfrtfiECB^atKi, 
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^ #M 2002-231284 ^ ^- v : 6/ 

xtiztifzmr- ? zm^fzE cBwmzn 7 ztKx-^x, cbc^- vr 
[it^S 1 2 ] fflfjjsg 1 1 ^lam^^^g^^v^T, 

HUB*- KSKif^oT, mrfS^Srny ^X^r-*-^, ^TftlBBf-t^ 
3& t T t±i ti -? %> n 2 <D -t V >? $ t , 

itriB^ l^-tw^^om^ji: Hfrta^ 2<d*iv? tomtit <D%mm&m n 
^ r m # -r & gMfc ft irsf dm #si t > 

HufB*- KMffCf^t, lulB^Syny ^A^T"-^. miB#Hlillft!&S 

mtmr-**, tarn*- FMit(:foT^i:ei:t'e<7)-i^-7^^ 
lt. ^e- vbzm&Ltzmr-? t Lxmjj-f&^v v^*?§&t, 

%?<Dmi)(7)7-t><D^-ftifr*m%iLx, mmm-wit^t Lxmt)~t&m4<D*: 
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^-^1 7/ 



atria e cb tum&it, 

^CFB^e- K^rtuc&^r&m-SHt'HT? zt&x&& J: 9 ^f#J&£*LT 

m^m 1 4 ] at*£ 1 3 K%m<Dm. j %itmw.K&^x, 

MiBECBMS£frv\ #^tLf^^^Bf^a^-^ t LTm2Jl-&ECB 

■f *L& tmiR l t tB^-r & m 2 o -t v $ $ t > 
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^ #Hg 2002-231284 ^ ^-v : 8/ 

HtriaECB^a^(±. 

Huffier- KI5?«fl:fot, HtflfiECB^ai: LTBt^bM^^W^ 
ao«7*><OV»-f tt^^lrlE*- KK^L£M^-*£fflv>Tltmf£3<7>-bl^ 

ft-f-^^ffl^TtECB^a^ff 9 Zt\,z£-?X, CBC^r- WCFB^e 

Bf^lbm-5Hb?r£o 

1 6 ] warn 1 5 Kiaic<£>Bf ^bm^fb^&K^-c, 
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^-v : 9/ 



^IB^y ^OiS$Rtc3&^rffiBMPEG*«^t>MAC#jt*lfe§:ffiU tfflB 

*4iL&llWktcHi-«flMll*liriBTEKW«iffl7'-^fc Lrtb^i-^i: fcfc 
, ItrlfiMA C#^t-*«- * ^ £>i£36^ y ^£ LT ifEM7n y * \Jj r- * 
t LX$Ltb&i><DX$>& 

1 7 ] ur*£ 1 5 Kmi<omwm*M&3&Kis\*>x. 
k> r&c fb^b- v<do *><??v»i**t<o*- K-e«tai-^#*N afcin^-ftto 

m&m 1 8 ] m?m 1 5 Kmm^m^im^t-xmK&^x, 

lflBlfr^ffc/«-^k«l f) #£7"- ?&TOfB^- KMf- * Clot, liufB 

mf IBM 7* n y Z XtS * > R TFfflSB&SrtBM T-*<0* ti-^ti £ MM § * 
ttrfBBf^k^I^b^i9#x.7 :? -^^TOIB^- FlKf-^Ctot, rniB 
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^-v: 10/ 



frfS E C B f - y -fit, 

mzm^k/m^itw^w^r-*Rv?mm*=- Fi^f-^cfct, tuna 

E C BMt LTB#^b^3£^#4b^a<7>? t»0^r*t^Sr, HUlB^- Kfc 
[»3jfcE 1 9 ] If ^ 1 8 ^IB«omF^fk«^k^H^v^T, 

2 0 ] 1 8 JC|B«<Ollff^ffc«-^fb^ft^^v*T, 

9*m$i-f&i><vx$>2> 



2003-3074498 
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^-v?: 11/ 



m&m 2 1 ] wnm 1 8 Kmrnom^m-^itifm^^r, 

fuiaBg^lb/m-^b#J #x-r*- *;»-^fb£1--<§ c: t £^-f^-e 

*M%l1r2>i><DX$>2> 

m^m 2 2 ] m^m l 8 mam^Bt^km^b^^^isv^T. 

> ButagNi&WI^P^^b, 

miapf ^ik/imitw t)mz.r~? &m ^fb£i-^ iT^^^h £^i-*§£-c 

> ^sra^B#^Btria^srn y * A^t*-* ^-^iimfiaS^tTtSf^S 
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s<-z? : 12/ 



&oT. fulfil- KMf-^^CBC*- K-e&& CI 

im>m 2 3 ] m?m 1 8 Knmvm^imw&jmz&^x, 
m^m 2 4 1 m>m 1 8 ram^uf ^bm^b^^^^v>r> 
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- veykm-r^frzm-t*- h~m$ir~-9Z3iit>z>T-9mmxTy7b, 

HtTlBMS 7 u y ? xti r- 9 KM L X lUF^ft * o T , Bff-S^toft * * £ Rg 
If-^Mv^ECB^iMHi:!:^^ CBC^- bWCFB^E 

miB^e-Ka^T'-^^oT, mtmmrvyfxtir-?, mm^am^9 
mum i <dmirx t y ?-em$iz titzr- 9 tmmm 2 <omix t y 7x*m$r 

7s 7- y 7b* 
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#12 0 0 2 -2 3 1 2 8 4 A ^-v ! 14/ 



utiles- KMf-^i:tot, mifiBf^aT ? -^s.y ? H>iffism^a^n^ 

HtrffiE C B t* y 

mffBECBMSi: LTflf^b^SfclttrfB*- KK^Lfc^T*- * ^ffl^Tf 
[MfjfrE 2 7 ] B^b^ § 7* — * £#tr 7 y^h'J-A r*- * Wf- 

ft, 
7°«h. 

ffrSBBf^*- MilXfy 7°(i, 

r-fbZTjzztitz*- vxM^kHfo i>(nx&h 

it^2 8] m^m 2 7 K$m<oQ&<&?& k & ^ x % 

UtrfBBff^*- W^fy 7°(i. 

ttria e c b # h ti?z$k%k * m-^smmr- ^tt^ECB^ixf 
HufB^rarn y * a* r- 9 zmm mtzmm* 9-yft, 
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s<-V: 15/ 



9 o v > t fi * mm-r & m 2 <o mm * t y ~f t , 
hu mm ■znmr- 9 1 mmm 2 <Dmw.x 7- y yxmm £ titz 9 1 

9 it, ^e- vizm^Ltzmr-9 1 tt^^e^ h-?x?xv-y7°tzmz. 

HufBE C B^tax -r y ylt, 

[0001] 
[0002] 

TV 9 )\sl^Hmm<D\Xmttmx*&&J^faCATV (cable television) 

tL^ 0 ^coBf-^-fb^fgt LTIi, DES (data encryption standard) Bg-Sficft 
3ft**L4»ftj|lM-**fc> R S A (Rivest-Shamir-Adleman) f^Kit^fl 

[0 0 0 3] 
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^-v: 16/ 



[0 0 0 4 J 

B&^-'fbfc^^kfci^teffl't ******* &o-e&& 0 Uc^ot, m<DW3k-$k 

ntem-mKftk&Rm, m^mm-^^Kit^xnm^mx^^, mmmm- 

Bf LOSSES a f ftK3l*:fTV\ ®*ftl«-*S;fcttJB Uf-^ 
[0 0 0 5] 

^m^mmif^X^^DESm-^lj^X^ ECB (electronic code 
book) VtmStlZ, XtfS 4 tfy K ft* 7*- * ^ 4 X#* 

6 4 try Yomn^^tsmt Ulr% cioit^^BS^bT^rry xak 

^ Bt -*Hb Htr <7)T^:«^ z tix Lt>> mm&$> & „ 

[0 0 0 6] 

o iO^'jfttrffoTB&^-'fk-rS*- KSrCBC (cipher block chaining) ^6- 
-t-lb^-eti, lyny^oif^bSS: ( 6 4 tf y h ) xm *) tytift^T- ? 
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17/ 



[0 0 0 7] 

-K^lottt, CFB (cipher feedback) K^ab !K CFB*-KI: 
[0 0 0 81 

\£ y Y<DT-?*mt ttfliv»i#, #SgO^#T-C»±. 4 0 If y hOr*-* * 

^ae#{i6 4 if ? >#fi-cif^^\ »<o^naiT*-^7&*4 o h t&Zo 

[0 0 0 9] 

«MlW^r^J|[JCfev»Ttt«G»[0*-h% -t*t>%, ECB 
^e-h\ CBC^-bWCFB^-FOHoioi:, 5 6 if y hft*- KX 
{±4 0 if y Mt^e- KOV^i*^toa*^*>*^JSt^*- Kj&*3P&"t*o 

[0 0 10] 

Lxot-fz mm] 

[0 0 11] 
[0 0 12] 
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[0 0 13] 

Lri>U DES^-t-hU ECBMt^ff^, DESOittl^t 
[0 0 14] 

1"fto 

[0 0 15] 

liSIH * & £ a& ©ft] 
ftfcWI-ftiffRfcTEK (traffic encryption key) «WB?»-* LTHtfr*- 

f-^iu^nf-^ *&ff*r r n y * k , nn a T e k «!« ji r*- * k« 
s msm**- mmim-ru y ? xxztutmT-ftm^tzECB (ei 

ectronic code book) &3**r 9 i t IZ X c X, CBC (cipher block chainin 
g) K&tfCFB (cipher feedback) KOV^tU^v^T & flff^ffc&CF 
a^k*fr-5 - ft J: 9 fc*jft**LTS 0 . tttB*- KffiR^H 
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[0 0 161 
[0 0 17] 

moving picture experts group) M^.fp<D^ y ^<75^#f&frV^ HtrfS^ y ^Offf 
mzm^xmZMPEGMmfrbMAC (media access control) M&Zik& 
ffiU ffiSEMACfc^fcira^^W&U fro. 1WrlBifc3R'syrfc*§»* r 

[0 0 18] 
[0 0 19] 

^a-r- * t tTm^i-^> e c b&ss t , mzm^it/m^im *> #;Ut 
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tmmm 2<D*zu??<Dm?)t <7)&mMmwmz^#>xmt)-r zmmmmmmm 

Lxmjj-tz>m3<D>ku?* mmr-?*^ mi*- vm^m-^^-ox 
'&mzfccxz<7)-^*'?x? lt. vizm&Lfzmr-? tLxmt)-t& 

^zmirlx^ m%^m^itmwzx^mm.^im^t Lxmts-r^m^^^u^ 

ov^-rtL^^r Huffi^e- lt^t*- * zm^xmzm zo^v?* comti 

[0 0 2 0] 

If im 40^t:U^ It© ^ - K K *3 v> t HHHbS. tfBWb Zfto^t 
[0 0 2 1] 

IStf y h^^Sffi. Btrieve— K»RMt&*5 6 if v hH^e- K-efc&cit*:^ 
[0 0 2 2] 

tan i <7)-t * mm^fo/iM.-wim ^mm^fcit^i -c&* 
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^-v: 21/ 



[0 0 2 3] 

- t l^ti^ot, ^o, suffix- KSiRiWBC^- KT?*& - t 
[0 0 2 4] 

mm 3 o-t lx * 9 «u mtm^k/m^ikw *> ^^WHtsr-r^ § -e*& 
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^-v I 22/ 



FB*- £ =Sr^1-%^tcfi, ^a^^Bt^miB^S^n 7 ^ 

[0 0 2 5j 

[0 0 2 6] 
[0 0 2 7] 



tiiiE#2 003-3074498 



2002-231284 ^ 



^-v: 23/ 



fflVi^ECBM^HtCiot^ CBC^- WCFB^ Ktf>V>T*l 
K&^Xb Wl-^ffc & ?r Ut^i^i^ $ fix is *) . mrfe* - YM1Rm 
^riZTfiZiitz*- Vx-m^kZffo i><DX&Z> Q 
[0 0 2 8] 

iz&\,*xi>, m—<7)^~ Wx.TKX^X^ikZffd^t&X^&o Ltztf-o 
[0 0 2 9] 

If-^fclttiJSnECBMSi^ fulfil- KI^t:fot, ftmtk 

nmt^ mtt-YW%im^z%t^x, mnmmruvtxtjr-?, mm%m 
3RLxmt}ir2>m3<Dizis?? mtmr-?*^ mm*- vm^m-^K^ 

X<&mzfctx*:<n--U*-**? LT, Vtzm&Lfzmv*-? t LXlht)-f 

xmtiirhmA(Dtv9 ^ t^mk., mttCB$m%ki$, itrffiECB^st t 
^^Lr^fv\ wbfttzm^zmmm-^timr- ? t Lx&tj-f&i><Dx$>2> 

o 
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[0 0 3 0] 

z * m<ow^ % mm *m v»* £ t \z x o r ^a-e # a 0 

[0 0 3 1] 

mr-t^rni-th 1 1 *> k, mzm^iti-^r-tzmMmwru y 
r- ? t Lxfttj-t&r- twaffift?* ??t, mmr e mmmr- ? Km. 

oT^ HUia^a^n y ? Xl37 f ~-9*\t*"ftl<D*- VX^M^^< # £ 7F~f - 
[0 0 3 2] 

K3$^Xi>, m—<0^-VV^TK£^xm j %- J [k*ffTZ.ttfX£2>o LtziF-D 
[0 0 3 3] 

if^i 4onigt:ii, ir*3u 3 Kttm.<o®.^mw.K&^x, mm 
t-> £fr£s®£-£Tffi#-r&MM2?t, Mia*- Ka^R-fli-^jcftoT, mia^ 
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[0 0 3 4] 
[0 0 3 5] 

tjr-?t LXJfctb&r- ?M&m%f* r-yfb, mfffiT E KfffUfPffly*- ? \zM. 

- vm$iT- * t & r- ? v?°t, tutelar n y ? xt> r- ? 

or, CBC-=e- TOCFB^e- w^-ftuz&^x km^tRzFm^tZft 
[0 0 3 6] 

, "ItriB-r-^mit^^x^T 9 ^^ fulfil h V-Ar*-^^^ttAMPE 
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^-^1 26/ 



[0 0 3 7] 
[0 0 3 8] 

Bit mt'- ^oH^v^f ti55^Mti.f 1 omxt 7 y i , mztsMy 
*>wr*ifr*wBitz>n 2 oi^ff •? t> mian 1 ©m^ t- ? :/-cshr 

$ *t£ f - * Hff fBfjl 2 <DM1RX t y 7XM1R Z fifz r- 9 1 (omnmmmm * 

le-t - Ks^f - * Kt£o BtriBMar n ? 9 xti r- 9 . mmmmmwm 

^ mSBSS L fcgfc&T'n y 9 XJl * > SOW IBSM L jfe«F fMf- * <7> 9 
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^T-^^t^lix., mffBECB^SXf-y7°(±, mm^it/^tt® *) #x. 

^WbM^^ov^ftL^^, mffE^e- Klc^LfcMr-*-* £fflv>TifrfB 
^ 3 (DM^T-y -fXMiRZtifzr- ? KM LT^fv\ # t> tL^jft** mflBBt^- 

[0 0 3 9] 
[0 0 4 0] 

^it^^ifc ^^ti^t^ot, t^^- F^7 :^ -*^cBc^e•- 
[0 0 4 1] 

tits m^.M2 i«m msogi s temm<Dm^ik&w\rtmz&\t*x 
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biiU «9#^x-^ *««-^f b «: § TNfc * £ * ^1-*#^T^ o T , ^o, 
[0 0 4 2] 

If ^2 2^1?(i, StMil 8 HSB*OBg^fb«-^fk^Hi5V^T 
[0 0 4 3] 

»m«2 3«-Ctt, lt#£l 8KfBffcOBg^b^fb#&Ki3V*T 
[0 0 4 4] 
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^-v: 29/ 



ISM* ft d i><D"?$>2> 0 
[0 0 4 5] 

LT&t)ir&7 , -9Mmffi%rX-Tv7t y tfrlSTE KfWfflT*-^ Clot, Iff 
IBM^n ? ? XtiT-9 £ Wtto*- K-cftyffl-t^S J^&a^e- KMf* 
- * Sr^*i) & t*- * M«l * r- ? ~f t , miS^a^n y 9 Xti T- 9 \zti Itlgf 

> CBC€- WCFBt- K<OV^Ttt^v^T^Bf-^<b^f 7 

o 

[0 0 4 6] 

ttz, m^M2 6 os&sn-cwu if ^2 5 Kmm<vm^tifmzi3^T, pta 
if-nnECB&ixt^t ifts-t- Kimf-^cfot, mmwk 

1^7 9XJ3T-9* Rt^rlBBff^-^S-r'-^O-? *>OV^-f*t^SrS^i-*IS 
-FMf-^:^t, ftrffi^grn^A^r*'-?, mmm^9 9T-9 
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^-v*: 30/ 



[0 0 4 7] 

b V-J*T-9<OT-9m$t<om#TifT'?X^ TEKiUfflf-n It 
£ * ffiW&m^lt-r^T- 9 ^tl2M7a y * It 

m^j -t ^ -r - ^ » x t- ^ y t , tisiiro -^Aif-^wtti 

Bf-^- K^ffi^S*^ jtT'-^*fflv^ECB&a*fi 1 '9 ^tl:±o 

& o 

[0 0 4 8] 

ttz, fl|*£2 8 0H^tii, »^2 7t'fB®om^b^^*3V^T. mfffi 

mr- ? 1 -r & e c b r- v -? t , tE^s-zn y txijr-? *sm $ * 

T?zft, mm*- KS^-f - * fctfco T> luffing "/n ? ? 
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^-v: 31/ 



if-^ ^Htrffi^2^s^T-y 7 p t?^^^T'-^ ^ogmw^Sfn^^ 

[0 0 4 9] 
[0 0 5 0] 

Mi7n>^4t, f-^$Ui/n7^6^i£t^o El 1 ©K^ftdf 
[0 0 5 1] 

MPEGMi, MP E Gflljt^a^a* fLTV»-5*? b V ~ ? %kW%<D4}-f]/ 
-i^TzhhMAC (media access control) #at*^LTV^ 0 
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32/ 



[0 0 5 2] 

^*fe§m-to ma ctitf - ^ * © a . 7 w^it t> ato^yy 

[0 0 5 3] 

? * 6 Ktftfrt&o 

[0 0 5 4] 

-^K*ff#ft*o Bf-^ffc£*LTV>£^£ fcfclMBLfc*£-K 

mmLtzm&^l*. fifW:Mt*ffi«T?*SSID (service ID) Rtf4r--> 
(key sequence number) £1£5§^ y U T E KfjflJ 

Sfflf-^TKiLTf-^m/n y ? 6 ^ffi*i"& 0 
^[0 0 5 5] 

> Tv-fTs h V - Af-^ S Ui:^i tt&r'-^^t> S IDS^-v-^^ 
t^-»L, TEKMifflf-^TKaTf-^Hiyn7^6 CHi* 

[0 0 5 6] 

T*-^fltafi#P*f^ny ^ 2 {£> h } ) -Af-^ S D^£*i£MP E 
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4 ^ffi^ji-^> 0 
[0 0 5 7] 

•v hcotfy Hfc&*6 4 fcf '7 bJ£Jl7\ 6 4 tfy FO^t, X(i6 4 If y h<7>fgi&t 
6 4 if v Y &T<ViiM%it(Dm<D^1rti-e$>2>j)\ %.TfJ**rv Y <D o %%m?u y 

? S U £^:tfIRo Tt^^^Bf^k^ it^^i^^TE KfifOfPffi 7* — * T 
[0 0 5 8] 

T- ? mm /n y * 6 r'- * M&ffitir f n v ? 2frb ^r-fg L T E 

&&^d^£^j$ri-&o im^wm^h tmmLfzWt&te, ffli>*m.*fit> 

LT, 5 6 feTy h3U*4 0 tf y hO^^fflV^tL^ i><Dt-f& 0 5 6 If ft* 
-^W7n y * 6 «\ 5 6 If y h^*- K-Csb^^S^^^-t-flf^S:*- Kft 
[0 0 5 9] 

ffl^!7*n y * 4 Kffi^j-r&o f-^J|^n^6ti, TE KfHHJPffir' 
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tfy bmTO^fiCFB^e- K*7pi-«^-«r^ 6 4 tfy h cof&ifc-e^S^ti 

y * 4^m^j-r^ 0 

[0 0 6 0] 

y y <d e y h Sc*» 6 4t*7h oj^iS: 1 6 4 tr y h mr^^lic t ofp-e^ & 
r- *wm?u y ? e it, *>r vY-K^yy kj&ct, KMtt 

MS^J:^:«^fx.^o -Tfcfc*^ r-?ffi&ffiffi7u v 9 2^6 4 if y 
h (OMt:ffiit^feI'/n y ^ A#t*- * E C £tB2j Ltv^ t § t±, C B C 

[0 0 6 1] 

i±T y 7* f'J-Af-^SU frCJS CT, ECB^e- Ktjillt^ § T 

xmm-t^ § {i, r- ? mm y^y^ea, ecb*- k itm-rm^* * 

[0 0 6 2] 

COi^ir, -T-^aiJIi-rn y 7 6 «\ SID, Z—is-y-i/xi-y/*-, R 

fflii^n 7^4 Kmjj-r&o 

[0 0 6 3] 

^-^^1^7^41^ ^»^A#£*^»^?*^--* IV 
, &VMT*-?KD$:m^fzECB%km*ft 7 £ tizX-^X, ECB-^-K, C 
BC^e- WCFB^e- V<D^1rtllz&\,>Xi>, Wm^WfXtlT-fEC 

v&mmmru y ? 4 it, ^e- km^#^ms kt% m^-it/m. 
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[0 0 6 4] 

HI 2 «\ Ell <DV&3r*~ K*ffiM^n y^4 OfjS©«*^t^n y 

HI 2 cOHf-^-^E- K*Ml7 , n^4li, Hi O-fc 1/^*4 1 fc. §20 
-fcl'**4 2fc N %3<DlzU? ? 4 3 W> 4 £>-fe V * * 4 4 fc> t*7l>vX^ 
g4 6 fc, ECB«4 7 SI&3&4 8 fc, £Mbftft&$Ii£2|:# 4 9 £ii 

[0 0 6 5] 

^ PD^d*>^v^-rtL^ : SrM^LrgHtfe^a^#^4 9 Kftjj 
[0 0 6 6] 

SMff 4 8 fi, jStl/n y 9 A^J 7*— ^EC, 25. TOMf- * P D £ A* 
fcU -e-*L-e*L£, ECBH.1^4 7^6 4lf7 h(7)f-^^LtECBM 

[0 0 6 7] 

4 8 ^m^f -t h mm l £ mi f n * * axj t*- * e c d trs® 1 nt-f- 

^17"-^ P DDO? *>^v^-ftL>6^^LT«Nifc^afnm#H4 9 nm^-r 
[0 0 6 8] 

^ffeWa&SfPSCH:S4 9ti. ilMV^^4 10ffi:fcfcf|2<Z>'fel'**4 2 
[0 0 6 9] 

&3<0-fe 1^**4 3(i, «Wb/«^fbi!0*)#x.«-^S S£0^e- KM^# 

tiiiE# 2003-3074498 
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L /eft f^lf- ^PDDOH^ 4rS^ LTE C B &33? 4 7 K t&Z) 

[0 0 7 0] 

1BCXZ<D— Lt, KJca^LJtfit-f-^ LTECBM4 
[0 0 7 1] 

14^1/^^4414, lf^b/m^bi£*)#x.l§-5§-S S&E^e- K«^-f- 
[0 0 7 2] 

ECB»4 7(4, HF^fb/«^fbl!!J«)#x.#-^S SX0*e- KStfMg-f'M 
|3^P^ * 4 3<7)J±i^JlC^tT^f ECBftI^4 7l^ ^h7X^j|f 
ife*4llStM7 , -^PDi:irilO-bl/^^4 1, |4<?)-feV^^4 4, & 
[0 0 7 3] 

x$>z> 0 mzK&^x, ±m*m^mm<Dffi,ti*7FL^ rmm^mm^m 

*l£^LTV>*o ®.IE 1 , E2, E3, E9, Dl, D2, D3, D 9 it^fi 
-TtLE CBftl^Uv^o Bt^-=e- K*fflMrn ? * 4 (4, EHHfc&a&K. 
U f «^bftkaov>-ftL<^«r^tc^ % CBC^ K»cj;-S«yffi*tf d'J&55**** i: 

§t4, cbc^e- v^x&miWzmwiLxft^K ^<d^ m^ctcfb* 

[0 0 7 4] 
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fU3T-{i, #kaE9, D 9 fc^trftfcfcO^JOftfcSttC FB*- KOftfca*^ 
Itv^o ME1, E2, E3, Dl, D2, D 3 3 oo^ij^ 

TDJ iiB^b£*iTv>&v>-r-*. rij HI 3 ±&OBf WMMMMkirtt 
ECB^iif> TtOf f ICMOJI^JiE C BMtOf - ^ ^^f 0 Zfz^ 

TCJ teRf^fbT*-*, rEncryptJ liECBII^4 7K*5*t*ECB 
^a^Bf-^^atr^^i fc, TDe c r yp tj }iECB^aff4 7JC;fe&t& 
E C Bi®m*@&1k9m.-?jb& C fc £^1" 0 ^ECB^Ilcliir- ? 

nj3 ^isv^Tti, mT-?<nT-?7u~-\$%vfai,x^z>o msovm. 

[0 0 7 5] 

4 4^^1-^r-^<7?a^^^^i-^IEI-e^)^o K*ffi^I7* 
n y ^ 4<DWIr4k#mft<DW}YPfc'D^T, HI 2, i3om ^III 4 £#H3 L 

t)W?Lin-^S S t LT> m^b^^-r^S-t^A^^tL^o 5 6 If «y Ml^e- K"C 
CBC^e- WCFBt- K0 9*»ov^-ftt-e**^\ *DS8«^8 
SO f ^#t^^9*>^v^i*tL^*^^^J:oTJ»^S:^tT»iW-t**o ECB& 
SSI 4 7fc*5»7&ECB8fc3i±, CBC€-K^liffjbfei> CFBt- 

[0 0 7 6] 

1 ) 5 6 b*7 Ml*- ») > j&>o, CBC^- KO*l»lt)g-C*-6^ ( 

EI4 0DEC-CBC Ini tO^) 

0 l^.D f itL^^<iMTOf^af0^^a6^Ma 
*«ff fetLSo WM3-=e- K*ffl«srn y * 4 fi, B^br*- * C £ A# t U E 
CB#ta£ Lt TD e c r y p t J ^a^T ot, 7*-^ I *^a6^> 0 Hff^-t- 
K*fflM7n y ? 4 tt, #a&&*Lfc7*--* I t \1l £ tifz%}W< ? ? 7*- ? I 

[0 0 7 7] 
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[0 0 7 8] 

ii^i/^^ 4 i »± % ecb^si#I4 y^m^i-^Bt-^MaT-*-^ pd^i 

[0 0 7 9] 

4 7 Kfcb2j1-;E>o e>yfvx^^4 6ii, FMffMS t LT 5 6 fcf v I* 
[0 0 8 0] 

ECBM^4 7 it, \£y h^x^§§-4 6^^tB*$tL/i5 6 tf y Mir*-* 

ECBMtL ximimmzn ^\ n h tifz^mmr- * p d £ m^-r & <> 

[0 0 8 1] 

2) 5 6 hm*~ KT?&*K CBCt- K^f ^ ( 

EI4 0DEC-CBC NormalO^) 
-1 <7)%^-{i> HI 3 ?>T!£oraD 2XIJD3 $.0^ ft t><DZti^*iKWi < SMIfe 

~9 C^XtJt rDecryptJ ai^ffot, t*-* I £3U6& 0 Bf^ 
K^ffl^I^n y * 4 ^fctLfcr'-* I tfOf^ECB&Itffl^ 
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[0 0 8 2] 

uOi^OMtr> EI 2 £#HB Lt^tl)o Bt^- K#ffl^l7'D ;/ ^ 4 
fcti % KMiRfT^MS t LT, 5 6 try h^e- Ft^^i:, £t>XBC 

[0 0 8 3] 

$l^-bl/^^4 1li, ECB^If4 7 ^m^l^Hf-t^ST*-- * P D £)i 
rn 7 ^ X^Jf - ^ E C D MLTffi* f ^ o SH&tfJl&SfttfliJff? 4 9 fi> Hf 

[0 0 8 4] 

§3MV^^4 3(i. ^3S^n •^X^f-^EC^MttECBMt 
4 7^m^i-^>o If y Fvx^^4 6 li> KSRft^MS t It 5 6 If y h 

if-^KD?:vX^W^||ECBM^4 7 KdWj-t&o 
[0 0 8 5] 

ECB#fcg&4 7fi, tr y bv^^4 6 ^<btB* $ fifz 5 6 If y h^T*-* 

$ 4 o-t v * *? \u &mMWsmmmnm 4 9 ^tatt-r^mmmmmmr- * e r 

[0 0 8 6] 

3) 5 6 If? h^^e- K-CJi^<, CBC^e- KO%0Sa^St?*&*^ 

4) 5 6 If y htt*- K-C*±ft< % ^o, CBC^-K^fM^SM 

>rtifbo*§£-fi, -^-tL-rtLi) , 2) <Di§&t<k<D&*m^Tmc'e$>2>o -t 

&fc*>> tiftr*- F*fflM7n y ? 4 KlRfl^MS LT> 5 6 

try hH*~ K-C*±4v*ifc4r^i-flr-^*»A*$*L& 0 try bvx^||4 6 fi, 
KIMfMS t LT5 6 tTy h**- KT-Ji&v*,! £^1~fg##vUj£ 
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(fl9x.kr_hftl 6 If y h) *^X?LX, 4 0 If v hmv*-? t LTECB^kS 
#4 7Kffi2rr*o ECB&I^4 7I^ tfy h^?^4 6 <b $ *tfc 4 
0 \Zy Hf-^iV>TECBai^o 
[0 0 8 7] 

5) 5 6 If y hfc*- KT?&*K CFB^e- KO#J8Mfc^"T?**%£- ( 

®4<7>DEC-CFB InitW) 

X^Jt U rEncryptJ ^S&firoT^ t*-* I «:**^o Bt*- K* 
fflM7n 4 tt % ^kfrtfrr*-* I fcA^StLfcfcJJB'** I Vf 

[0 0 8 8] 

Kf±, t-KMifMStlt, 56e^ftt-Kl?*5ifc, WCFB 
[0 0 8 9] 

mi<DlzU? * 4 1 ECBM^4 T^m^J-t^Bf-f-^aT*-^ PD^I 

■t&o ffiimmmmM%?4 9 wt, m^mmr- ^pd ^sush^* ^f-Mv 

[0 0 9 0] 

4 7 KfcB^-T&o If y h^X^^4 6 it, KIMfMS £: LT 5 6 Vf y h 

if-^KD^^tf(:^iiECB«4 7^m^3-f-^o 
[0 0 9 1] 

ECBM^4 7(4, If y h*?\**#4 6^f>m#£*L*:5 6 t*7 hif-^ 
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[0 0 9 2] 

6) 5 6 If * M^E- KTNfc*K CFB^K^*«^l.i^ ( 

IH4(7)DEC-CFB Normal©!^) 

CBC^e- K^liCgV^ C F B KO&SffifcfH titft CFBt- 

4ti, ^^tuOECBM-Cfflv^cHt-f-'fbT y --^C*A73i: U [Encryp 
[0 0 9 3] 

^^O^gSr, 0 2 £#JBLTg£8!1-*o It**- K*fflMrn y * 4 
[0 0 9 4] 

fl^^V^^ 4 1 »±, ECBM^4 7 36*ttJ*i-*Bt^-^0 ! aT'-^PD«ra 

xm^-t^o fflbtmwtomM&A 9 m-^mmr-^p d t^a^n ? ? a 

[0 0 9 5] 

-^ECD*If?UECBW4 7TOn o t*7f^^^4 6{i, 
v^co-e, A2f£*t/i5 6 \£y Y<Dm7*-? KD*~?7>?-£-f \z*<Dt £ E CB 
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#fcgf?4 7 tctti^i-^o 
[0 0 9 6] 

ECB«4 7 14, If y hv^^4 6 ri> ffi* $ *Lfc 5 6 try Mf-^ 
^lv^> H 3 co-fe V * * <b ffi* $ ttfc®® $ ttT^^S^n ^ A* t*' — 9 E 
CDCWLtECBjaSt LrBr^<k*ka«rffv^ H^^Btf^If-^PD 

zmti-f&o m4<D-tu99i$, mmtti&mmmim* Q&m-ij-tzymm&m 
mr-9ERim$iLx, nmmr- 9dcll x 8MHb»* zmts-t&o 

[0 0 9 7] 

7) 5 6e7hi^KtW<, ^o, CFB«=e- kososmwR-c***!^ 

8) 5 6eyfft*-Kfli4< % ^o, CFB*-K^We^^ 

Bf^e- K^irD^ 4£»±, ^-KMffMStU, 5 6 
tf y hit*- FXit%\**Z £*7F"fm-%tfXJ3Zti2> 0 t:*y Y~?^9%kA 6 l±, 

•=e- KMifMS tU56 if y hfc*- K-ei±fcv»£ h fc^^-^AtiS 

ttTv^co-e. A2j$*ut5 6 try Y<DM7*-9KD<D7ib, j&5#4v>lf7 h 
(0Jx.«TJ:tfcl 6 try b) ^-7^?U, 4 0 tfy hif-^t LTECB&I 
7 icm^J-r^o ECBM^4 7(t If y WX*S£4 6;fr«bfcB;*jS*Lfc4 
0 Ify hif-^^TECBM^fr^o 
[0 0 9 8] 

Bf-^e- K#ffl^I-/n y ? 4 (Dm^ktikW&vmmz-o^X, 02, HI 3 co 
#0*1214 £#8SL-C^H1-& 0 £«>**ft\ Bf^~ K*i&l7'n y 9 4 

o 5 6 try hi^e- Kt?2b*^s*N cbc*- wcfb^- kohov> 

TtL-C* & tf\ ^m^t/^W^cT) ^ <Wf *iT*& a J: o T 
ttrm^i-^o ECB^4 7 Kfclt&ECBgkSti, CBCt-K^S 

vcfb^ Kw#^t i>\zm^it^kmx^>^o 

[0 0 9 9] 

9) 5 6 try >tt*-K-r*iK CBC€- K^Wit^l)^ ( 
HI4<7)ENC-CBC Init^ftt) 
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rEncryptJ ^S^ToT, Bff^ffcf*- * C *$itbrmt}1r2> 0 
[0 10 0] 

d^>»^0«fca* % 1212 *imLXimt&o WH§-*- K^fflMrn y * 4 
Kti, ^-FMifMStL^ 5 6H*7hi^-KT^^d^ MCBC 

[0 10 1] 

tl^)-feV^^4 1 *i> ftSir n X^J-f - ^ E C t IK L t ffl^t So 0 
4 9 ii> y * f*- * E C ^88^ ^^f-^IVt OgNfetfJ 

o 

[0 10 2] 

m3<DlzU?? 4 3f*> Wlfel^If-^ E R ^MLTE C Bj!ll^4 7 
Kffi2l1-£o If v h^**3f 4 6(i. KIMf MS t U 5 6 If 7 hft* 
- YX'b&ZtZTF-fm^XtlZtix^&CDX^ XJjZfifc 5 6 fcfy h<7)^7" 
-^KD^^^^fi;^oitECBai^4 7 fcm^-f-So 
[0 10 3] 

ECBM^4 7*±, \£y f^^^4 6 tf^fcti^jStLfc 5 6 tf y MIt*-^ 
£ JB H3<30-b^^^^P>tb^$ tifcgMt&WMfllT'- *ERtC*tLTEC 
BjHIt LTH&^^aSrtfi/*, ft^Bf-^ST*- * P D ^ffi^-f^o US 4 

[0 10 4] 

10) 5 6 If v hm*- K-C* «9 , ^o, CBC*- KOSt^-e*^*^ 
(E140ENC-CBC Normal^) 
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tLTv^^r*-^ d t *<Dm<oE cb tim-entbtitzm^'tkr-- ? c t <D$m&) 

#£>*Lfc-r-* I tCECB$2<g£ It TE n c r y p t J oT> Bg-SHt 
[0 10 5] 

^Ot^O^S^ a 2 *^mLXWmir2> 0 K*fflM7D y * 4 

^- K^l^f^-MS £ It, 5 6 tf v Vm*- WCBC 

[0 10 6] 

ilO-tl/^^4 11i, ^arn^^A^ir-^EC^^LTmiJi-^o H 
2MV^^4 2(i, S3£#|4 S^ffi^Ji-aa^^tt/iBf^-Mx-^ PDD^ 

a® $ ti/W ^vmr- ^pdd^ ^^Nifefitii^s^ tr ? v 
# ^ titzfflimmwm r-*-- * e r 0 

[0 10 7] 

^3<7)-bI/^^ 4 3(i, iH«f^S^PT-*-^ER^^LTECB^3S^4 7 

- KT^>^C<h^^1-#-i-^A^J$tLrv^<7)tr N A#£;ft7t 5 6 tfy b <t>^t* 
-^KD^v^^^-fC^t t E CBMSfiU 7 ^tB^i-^, 0 
[0 10 8] 

ECBW4 7(2, tf v hv7^H4 6 H^J £ tlfz 5 6 tfy b^T*-? 
£fflv>T, ^3 0^^^^^^m^$tL^##^S^PT'-^ER^L-CEC 
BMt LTBt-^^S^^fV^ t#^tL7tBt-^MT'-^PD^m^i-^o IM 

[0 10 9] 

11) 5 6 tfy b^*- KtNifc < , C B C^r- F«ttlf|>l»t 
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12) 56 Ify Ml*- KT?li&<, CBC€- K05feHf*c^t?2b&* 

zftbtDWi&ii. -e-tt-rtt9) , io) ^tMi^t^Dti^o 

6 Ify hft*- F^ii&^CLt ^i-^^A^tt&o If y bv^^4 6 ti 
, KMMMSt It 5 6 ify Ym^~ K-C*i*v*£ *^-t«-^^A* 
S*iTi/»£OT\ A^J$ttfc5 6 If y bOif-^KDOH, jfi5*&*fcv»try 
h (Mx.lf-tftl 6 Ify h) ^r-TX^LT. 4 0 fcfy bif-^ LTECB& 
IS4 7CffiM-5c ECBMStf4 7fi > If y h ^££4 6 ^<bffi:tJ$*Lfc 

[0 110] 

13) 5 6t*7 MS*- K-Cab«9. rt>c\ CFB*- KoUMfab^^ 
(EI40ENC-CFB Init O^) 

CFB^e- KOMO^Sft"? tiC^ CFB*- KO*D»i^tci3lt&ftfe 
3BJj&*frfr*L*o iO^li, m3^>±^M3SE 9X0 f i*L»wjtt<IIMfeW*asft] 
****«fc3S*«ff fe*L4 0 Hff#*- F^fflityn >y ^ 4 {±, «Hg-ft$*L-CV>& 
v^-^DSrA^Jfc U TE n c r y p t J MS^T % Hf^*- K*fflftiy 

[0 111] 
[0 112] 

*1M^^^4 If*. ECBftI^4 7**ffi*"f &B&^ftfc3ffif'-^PD*a 
^LTffi^li-^o §2W-tI/^?4 2it 3081^**7*-* IV*aS?LTUlS 
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[0113] 

i3<0-bl/^^4 3li, Mrn^A^f-^EC^MUECB^ 
4 7i:W4« Iff hTX^ff4 6 it, *- FMffMS t LT5 6 If y h 
fit*- K-e^^Cl £^-fi^ ? A^£*tTv>&<7>T% A2j£*X7t5 6 tf y ho 

[0 114] 

ECB#kSS?4 7(i, tf-y fvX^^4 6 ^£>ffi;fr Stt*: 5 6 If y h^x*-* 
ECBfelt Ltllfftai =Sr^v\ # e, tLfcHf fMIf- * P D £ Hi* + h 0 

[0 115] 

14) 5 6 If y h^*- KT?*!!K CFB*- FO^ftlt^^i^ 

(H4C0ENC-CFB Normal^) 

CBC*- KOMt^tCFB*- KOgLJSfcfH tlfCIt CFB*- 
4ti, ^O^OECB^a-et#f>tt^Bt^bT*-^C=SrX^^ U [Encry 

[0 116] 

uOf^OM^, Hi 2 t#Itt»5o Bf-S§-*- F^fflftiyD y * 4 
£ti, ^KIMfMStU, 5 6 If y hm*<- Kt^it, MCFB 

[0 117] 

il^-bl/^^4 1 W\ ECBW4 7 T^ffi^-t^lHf fMf- * P D 



mSE# 2003-3074498 



^ mm 2002-231284 ^ 



^-v I 47/ 



Tttl^-r ^>o #Ht!llftf&3ft]?J?im4 9 If -f-MSx- ^PD t^yn ^ ^ A 
[0 118] 

§30-tl/^^ 4 3fi, «£3f 4 8/$^h#1-£ffiM£*L£B£^g^-* PD 
DfcSiRLTECB&iSff 4 7 KtB2j-f £o tf ? h ^§14 6 tt, K«W 

> A^Stut 5 6 try hOl7*-^KD«:v^^-ef(;-?-(7)JiECBM?l4 
7 fctftfj 

[0 1 1 9] 

ECB^at?4 7MU If y h"7^^f|4 6 >6> «b ffi^J $ ttTt 5 6 If V bftT*-* 
^rffl v^r, $tZ<0*V9 fttzMM $ tifcm^tBMT- 9 P D D tc*f 

LTECBItli: LTIt^ffc&ySSr^TV^ ^fb^Hf^ar*- * P D fctB***- 

[0 12 0] 

15) 5 6tf>;fi ; t-Kti^< > CFB ; E-K«tlt^l,i 

16) 5 6 If y hft*- KT1i^<, ^o. CFB^e- K«)5£#«yffiT?*** 

5 6 If y fi*- FXlZft^Z t^TFlrm^tfXIjZti&e \£y h^rx^^4 6 
t±, KSiR^MS t It 5 6 If y Mt^- K*Ctt«?v»C t ^Tjk-tm^X 
^StLtv^O^ XJjZtitz 5 6 tf y h^Ir-^KDO^ *k •ft5?a*fcv»lf 
($IxJ;£i:fel 6 If y h) ^X^LT, 4 0 \£y Mf-^ LT E C B 
#kSil4 7(:ffi^n„ ECB*y£#4 7»i, If y h7^^4 6ri*e>ffi;&3*L 

£40 \£y Ymr-tzm^xECBymzftdo 

[0 12 1] 
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3 (iMrn ^ A^} f - ^ E C ^ML t ffi^l t, ^o, ^4co-b^^^4 4 
liBStftlf - ^ P D LTHJ^tae ECB«sIS4 7li, HHHfe/tfcS- 

*»4tWfc*yffifcfT ■? o -r&t>*>, h i o«F^fka-^fb«iitt, cbc^ k& 
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